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Geo”’spatia

GEOINT is
composed
of
information
layers,
which
answer
such
questions
as...

-intelligence

+ Where am |1?

a Where are the friendlies?
v = = | «+ Where are the enemies?
< . When might they move?

- Where are the non-

combatants?

+ Where are the obstacles,

natural or man-made,
and how do | navigate
among them?

+ Whatis the

environment?

+ What does it mean?
+ What s the impact?

»® THE UNITED STATES OF AMERICA
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Intelligence cycle

Planning and
Direction

Dissemination

and Integration Collection

Analysisand Processing and
Production Exploitation

Theintelligence cycle

- COPERNICUS ECOSYSTEM WORKSHOP 2018 BRUSSELS, 9+10 OCTOBER



(EU) Defence geo-intelligence needs

A Global Strategy for the

European Union’s Foreign And Security Policy

“European security and defence must become
better equipped to build peace, guarantee securi-
ty and protect human lives, notably civilians. The
EU must be able to respond rapidly, responsibly
and decisively to crises, especially to help fight
terrorism.”
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(EU) Defence geo-intelligence needs

From Shared Vision
to Common Action:

Implementing the
EU Global Strategy
Year 1

between EU civilian and military missions. At the same time,
the EU has reinforced its civil-military situational awareness
through the joint work carried out by EU Intelligence and
Situation Centre and the Intelligence Directorate of the EUMS
within the EEAS.
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The case of SatCen
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The SatCen

Who we are

A unique operational GEOINT
instrument to support the EU External
Action
Agency of the EU Council
HQ in Torrején de Ardoz, Spain
GEOINT Service Provider,

24/7 availability
EO Satellite Data — secure context

Our Mission

Analysis for decision making and
actions in the field of CFSP/CSDP, ||
including EU missions and operations |
by providing products and services |
resulting from the exploitation of =
relevant space assets and collateral |
data

Our Current
Engagements

Migration Proliferation Humanitarian
Conflicts WMD Aid

Operations Regional
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Our Goal |
“Making Sense of Data”

To produce timely, relevant, reliable, accurate geospatial intelligence products and
services (GEOINT) resulting from the exploitation of relevant space assets and collateral

data, including satellite and aerial imagery.
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Value added products and services (solutions, not only data!)
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Products & Services Overview

European Union
_* EXTERNAL ACTION
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Example of geo-intelligence for
Defence needs
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Support to EUMM in Georgia 11

Primoeshoys EUGS17012 1 DOOS ISSUR 001

BLGRITONZ ) D000 ISAUR 001
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156 of 240 150 of 241

Satellite imagery analysis, coupled with added value of open sources, is highly valued by the EUMM Georgia, as they offer access to information
otherwise unattainable

(The EU Mission is not allowed to enter the two breakaway regions).
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Support to EU NAVFOR MED SOPHIA 12
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Support to EU NAVFOR MED SOPHIA 13
Use of 3D data

Misratah Port 3D scene — SatCen product (city engine - Esri)
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Support to OSCE SMM Ukraine 14
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Monitoring Military Activity
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Support to OPCW 5

WorldView-4, 01 Feb 2018 o Externai Ref:
Acquisition Time: 08.48:452 Al-Zahiriyeh 2018 123 000
Centre coordinates: 36°01°26,5"N 037°55'20 5°€ 5yri a

On 01 Fab 2018, numesous excavalons of vanous si2es were cbserved i the vianily of the tasked coordingtes (35°0126 5N 0GT 3520 57E) W additon, & single probable cylindés (2 m x 0.8 m) was cbserved nex 10
smvahons (Inset 1) Further west, o probable excavartor was observed . No addibonal significant faatures ware detocted

Note that signiicant acovity wos obsarved at this socetion on 02 Jun 2017 (Inset 2), ncluding the presence of at Isast 7 possible cyindncal otgects, most of them located within axcavations, and 8 probabia escavator

1A Camment. Ahough the oxod! nalve of Me posatie cytidnea atyects obsened on (2 Jun 2077 cawiol be assessed, # appeas It mozt of fing mafera! faes dean revnoved of concealed zince then. The rocent
oxcavatons observed an 01 Feb 2018 and the prasence of a probabie cyfvder noardy sendd fo confiern that savne matenals v boen ecently eoaarthed at e focaton
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Multi-Source Data Fusion 16

Warld\

JEC MO KT

The mag composition above focuses on a large concentration of mikary equpment At the time of imagery acguistion, 8 convoy of vehicles was walng to move to 8 lemporary parking sfes where & arge
numbar of HETs ware noted

1A comment The convoy was comprised of ammowsed vehickes, HETs (loaded with engmeenng and armoured veticles) and cvitan trucks

Opet sowce wdeo footage of a comwoy m Syra, reportedly recorded on 31 Jan 2018, showed o very samiar conyoy an rowte o It Indeed, af ast saven vehicies noted m Reyhank coukd be dentfisd o
the wvideo foctage ( the snapshots above are taken from the vdeo otage) The other vetucles i the foatage (HE Tz canying ACV-15 and engiieor vehucles, BMC KIRP! and OTOKAR COBRA, Inset 1) are
consistent with the vetucies derected nearby on the satelits imagery. TING suggests hal Reyhanl is used as a staging asa by Turkish Forges before they énten (lo Syna
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Syria - Aleppo — Damage Assessment 17
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Ballistic Missiles 18

Acquisition Time: 06:24:062 Kathor-Windef MiSS“e TeSt Comp|ex 5::.8"0‘;:%;;
Centre coordinates: 25°20°48"N 066°39'20"E Pakistan
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DPRK - Pongdon-Ni Rocket Launch Facility =
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Future trends
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New paradigm in space 2

* New constellations and sensors (small, micro and nano satellites);

* New analysis technologies (automatic detection algorithms using Artificial Intelligence);

* Business model of commercial providers based on subscription services (access to data+analytics);
* Big Data analysis (need of performant processing platforms);

* Wide area analysis (detection of anomalies);

* Integrated services with other INT (SIGINT, HUMINT, OSINT...);

* Real-time and near real-time products and services...
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Artificial Intelligence in SatCen 22

 Computer vision: detection of ob1jects from Satellite
Imagery, from internet imagery, face detection and
identification, extraction of roads, buildings, change
detection, land use extraction

* Natural I_anguagg processing: identification of topics
from social media, clustering of data, assisted editing
of analysis,

* Cybersecurity: anomaly detection on web portals
usage, clustering of servers

* Social media extraction and analysis
* Predictive models on ships movement, refugee etc.

. o

TWG Report Generator Demo!
Type whatever string
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Copernicus support to geo“spatial”-
intelligence needs

OPEMmICLS
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Copernicus SEA - Operations

Thematic Areas requested:

Critical Infrastructure Analysis
Non EU-Border Map

Reference Map

Camp Analysis

Activity Report

Road Network Status Assessment

Support to Evacuation Plan

UNCLASSIFIED

- COPERNICUS ECOSYSTEM WORKSHOP 2018

Camp Analysis

Road Network Status

Assessment

Support to Evacuation
Plan

Crisis Situation Picture

Conflict Damage

Assessment

Activity Analysis

24

SERVICES FOR
SECURITY APPLICATIONS
icwennlcus
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Critical Infrastructure Analysis 25
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Route Analysis
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Refugee Camps Monitoring

Activity Report — Camp anaIyS|s

Legend

B Facility

" Refugee / IDP Camp

Number of Tents

CEEREIZES

Number of individuals

[ Total number of non-permanent structures in theAOl: 7425
Estimated Individuals in the AOI: 63 457 !
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Geo-intelligence for Defence

» Consider to fulfil a wider range of Defence/CSDP needs (consider compliance with EUCI - European Union
Classified Information - ?)

» Upgrade the Copernicus Infrastructure (use of DIAS, networks, data security, etc.)

» Increase the use of Artificial Intelligence (Machine learning, Deep learning, etc) for large area data processing
and analysis before analysis

» Consider the access to new sensors (including non-space RPAS, HAPS, etc)

» Synergies with other EU Space Programmes (Galileo, GovSatCom, etc)
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Conclusions

* SatCen is delivering geo-intelligence for Defence needs (and for Security needs)

* Geo-intelligence for Defence and Geo-Intelligence for Security are using same capabilities with some
differences regarding the sensitivity and the nature of the objects or situations observed

* Copernicus has the capacity to deliver substantial capacity in geo-spatial intelligence for Defence
providing some upgrade of the infrastructure, protection of sensitive “classified” data and Service
portfolio.

* Subject to be explored more in detail tomorrow in the parallel session 2 “Safety and Security”
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